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HIGHLIGHTS 
• Alignment of terminology and community building are crucial in cyberbiosecurity. 
• Agriculture and life sciences in a digital age present unconventional challenges. 
• Data and digital literacy are baseline skills for integrative cyberbiosecurity education programming. 
• Cyberbiosecurity education framework offers a foundation for intentional, integrative programming efforts.  

ABSTRACT. As an emerging and interdisciplinary field at the nexus of digital technologies and agriculture and life sciences 
(ALS), the integration of cyberbiosecurity education for professional training and skills development remains challenging. 
Educational practices and related workforce development efforts associated with cyberbiosecurity may be best generalized 
as pseudo-shadow education, occurring outside standardized practice and lacking known ‘best practice’ to mimic. The 
current state of cyberbiosecurity education reflects a lack of sequenced and developed knowledge, values, judgments, and 
ways of thinking, which serve as windows into the underlying cultures of a disciplinary field. Coupled with this gap, the 
continuous deployment and convergence of information technology (IT) and operational technology (OT) within ALS creates 
new vulnerabilities that are unfamiliar to the workforce. These vulnerabilities expose critical ALS infrastructures to cyber-
attacks and terrorism and hold significant consequences for the bioeconomy. Securing the bioeconomy and preventing neg-
ative multiplier effects in other related sectors depend on adequate cyberbiosecurity education programming and workforce 
development. This exploratory report of current realities and future prospects provides insights into integrative cyberbiose-
curity education programming for workforce development. The study explicates underlying concerns to be addressed in 
developing integrative cyberbiosecurity education for professionals in agriculture and life sciences and suggests an expand-
able framework to facilitate workforce development programming. Concerns to address regarding the creation of educa-
tional programming in cyberbiosecurity include alignment in definition, cross-boundary community building, the peculiar 
dynamics of the cyberbiosecurity threat landscape, and baseline requirements for cyberbiosecurity education and practice. 
Keywords. Agriculture and life sciences, Bioeconomy, Cyberbiosecurity, Education and workforce development, Threat 
landscape. 

yberbiosecurity is an emerging field intersecting 
the domain areas of digital technologies and agri-
culture and life sciences (ALS) (Murch et al., 
2018; Richardson et al., 2019a). Broader defini-

tions of cyberbiosecurity have emerged as more research en-
deavors are geared toward deepening the understanding of 
this emergent and crucial field. Duncan et al. (2019) and 
Schabacker et al. (2019) further broadened the definition by 
considering the interconnection of cybersecurity, cyber-

physical security, and biosecurity. Mueller (2021) empha-
sized the nexus of cybersecurity, biosecurity, and biosafety 
in their explanation of cyberbiosecurity. The different lenses 
and sub-categories of cyberbiosecurity are not far-fetched. 
The field is nascent (see Murch and DiEulius (2019), as well 
as Greenbaum (2023), for a collection of cyberbiosecurity 
studies). Understandably so, there is not yet a universally 
agreed-upon definition of cyberbiosecurity or any targeted 
educational framework for workforce training (Murch, 
2023). 

Notwithstanding, existing perspectives to cyberbiosecu-
rity indicate a transcendence away from traditional cyberat-
tacks and demands that addressing cyber-related security 
challenges can no longer be approached as though they were 
merely an IT concern (Greenbaum, 2023). The different, 
multiple points of intersections, whether at the cyberspace 
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level or the physical systems that enable connections or bi-
osafety and biosecurity, are potential vulnerabilities that 
have been created by digitized processes in ALS operational 
systems (Duncan et al., 2019; Mueller, 2021). Figures 1 
and 2 detail these intersections across chains of activities and 
industries, and highlight points of possible vulnerabilities 
and breaches. These vulnerabilities and breaches at different, 
interconnected levels of cybersecurity, bio security and 
safety, cyber-physical security, and biotechnology, and the 
integrative know-how required to safeguard critical infra-
structures, are what distinguish cyberbiosecurity from cyber-
security or biosecurity. Cyberbiosecurity seeks to address 
complex overlaps that go beyond a siloed and reductionist 
approach of merely applying cyber tools to biological sys-
tems or vice versa. 

Vulnerabilities create loopholes that favor conducive 
threat environments for threat actors and cyberattackers to 
capitalize on, gain access to, and disrupt the normal func-
tioning of operational systems. In agriculture, disruptions to 
critical data and infrastructure pose danger to sustainable 
food production and supply and hamper the bioeconomy sig-
nificantly (Chi et al., 2017; Salam, 2020; Titus et al., 2023). 
As a sector that has been more heavily invested in mechani-
cal devices than technology, the realities of digital transfor-
mation in agriculture call for critical attention. With technol-
ogy-enhancing precision agriculture, significant improve-
ments in the efficiency of water use for irrigation, agrochem-
ical application, seed and other planting material use, and 
overall output improvement are now much more remarkable. 
The attendant security challenges and potentially devastat-
ing outcomes raise concern regarding the intended and unin-
tended consequences of agricultural digitization. Demon-
strating the need for cyberbiosecurity in modern, advanced 
agriculture, Stephen et al. (2023) raise consciousness on crit-
ical vulnerabilities that threat actors can exploit to disrupt a 
farm’s operations (fig. 3). 

As shown in figure 3, “A” indicates a point of vulnerabil-
ity where cyberattacks on the electrical power grids could 
interfere with farm operations that require electricity, caus-
ing a significant breakdown of critical operations such as 
feeding and milking activities in a dairy farm and storage 
systems and controlled environment collapse. Point “B” is 
an example of possible cyberattacks, including minimum 
perturbation attacks, on drones used on farms. Such “attacks 
could result in the deterioration of the quality of the soil, in-
creasing the difficulty of producing and maintaining a large 
quantity of agricultural goods” (Stephen et al., 2023). Also, 
vulnerabilities exist at the agricultural sensors and climate 
controls of storage silos (“C”), such as ransomware threats. 
Point “D” highlights potential cyberattacks on water distri-
bution and irrigation systems (Batarseh and Kulkarni, 2023). 
Point “E” raises awareness that “cyber attackers could target 
agricultural sensors tracking information regarding: the 
amount of sunlight received, amount of humidity, compres-
sion and density of soil, climate of environment surrounding, 
soil air penetration, farming activity conducted on soil, and 
similar data regarding the soil” (Stephen et al., 2023). The 
consequences of cyberattacks are immense. Point “F” 

  
Figure 1. Emergence and Scope of Cyberbiosecurity. Adapted from
“Facing the 2020 pandemic: What does cyberbiosecurity want us to
know safeguard the future?” by Mueller (2021), Biosafety and Health. 
http://doi.org/10.1016/j.bsheal.2020.09.007 

 

 

 
Figure 2. Overlapping Functions and Domains of Cyberbiosecurity.
Adapted from “Cyberbiosecurity: A new perspective on protecting U.S.
Food and Agricultural system” by Duncan et al. (2019), Frontiers in Bio-
engineering and Biotechnology.  https://doi.org/10.3389/fbioe.2019.00063 

Figure 3. Possible Cyberbiosecurity Vulnerabilities in Modern Agricul-
ture. From “Implications of cyberbiosecurity in advanced agriculture,”
by Stephen et al. (2023), Proceedings of the 18th International Conf. on
Cyber Warfare and Security (https://doi.org/10.34190/iccws.18.1.995). 
Reprinted with permission. 
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indicates the unpalatable effect when farm machinery, tools, 
or equipment are directly targeted, making farming and ag-
riculture become even more difficult. This complicates the 
already tedious nature of agricultural operations, and the sit-
uation is exacerbated when applied to the larger supply chain 
inherent in ALS. 

The nuances of cyberbiosecurity and its immature state of 
educational endeavors make research to develop adequate 
educational and training practices important. Challenges in 
crafting well-targeted education programming span across 
issues, including the emergent nature of cyberbiosecurity, 
difficulty to identify who a cyberbiosecurity professional is, 
or scarcity of existing educational programs specific to 
cyberbiosecurity (rather than only cybersecurity or biosecu-
rity). Moreover, the convergence of disciplines that com-
prise cyberbiosecurity is not explicit. All of these suggest the 
current state of cyberbiosecurity education may be best un-
derstood as shadow education (Zhang and Bray, 2020). 
Shadow education generally refers to educational opportuni-
ties outside formal schooling. Educational practices and re-
lated workforce development skills associated with cyber-
biosecurity appear to be hidden in the shadows of more es-
tablished programs such as computer science, engineering, 
and ALS, albeit in non-integrative forms. This makes it chal-
lenging to develop programming opportunities that compre-
hensively address specific knowledge gaps in cyberbiosecu-
rity. The concept of shadow education is described later in 
this article. 

The goal of this study is to illuminate the current state of 
cyberbiosecurity education to guide future educational pro-
gram directions for professionals interfacing with emergent 
concerns at the intersection of biological and digital pro-
cesses. We explored current cyberbiosecurity literature and 
evidence and elaborate on the polylithic nature of cyber-
biosecurity, the need for alignments in terminology and 
community building, the cyberbiosecurity threat landscape, 
data and digital skills, and workforce development. 

MULTIDISCIPLINARY, INTERDISCIPLINARY, OR 
TRANSDISCIPLINARY EDUCATIONAL PROGRAMMING? 

Cyberbiosecurity is a convergence domain field of disci-
plinary areas intersecting digital technology and ALS that 
seeks to address concerns related to agricultural/biological 
data and systems protection and security (Drape and Murch, 
2022). Given the broadness of technology and ALS, these 
two domains confluence different disciplines within them-
selves. To sufficiently study cyberbiosecurity requires care-
ful consideration of the many different intersecting disci-
plines involved. The polylithic nature of cyberbiosecurity re-
iterates the importance of education as “a complex world 
with many styles, values, and philosophies” (Glebe, 2020). 
Approaching cyberbiosecurity education programming 
through the lenses of multiple disciplines can help to sim-
plify the complex phenomenon and provide workable means 
of integrating the various parts into a comprehensive frame-
work for training and developing the workforce that inter-
face with the real world of technology and ALS conver-
gence. This approach promises holistic understanding, dif-
ferent perspectives, innovative solutions, an understanding 
of the real world, and collaboration skills (Briguglio and 

Moncada, 2019; Glebe, 2020) for addressing the challenges 
of cyberbiosecurity in related industries. 

Understanding the way knowledge from different disci-
plines are harnessed and communicated is important. This 
notion is central to the distinctions in the concepts of multi-
disciplinarity, interdisciplinarity, and transdisciplinarity in 
educational programming. Choi and Pak (2006) put these 
terms in perspective and flatten the common definition am-
biguities: 

Multidisciplinarity draws on knowledge from different 
disciplines but stays within their boundaries. Interdisci-
plinarity analyzes, synthesizes and harmonizes links be-
tween disciplines into a coordinated and coherent 
whole. Transdisciplinarity integrates the natural, social 
and health [and related sciences] sciences in a humani-
ties context, and transcends their traditional boundaries. 

The multiple-disciplinary approach sought in cyberbiose-
curity education is a coordinated knowledge that transcends 
staying within a disciplinary boundary but analyzes, inte-
grates, and harmonizes the links across relevant disciplines. 
This is particularly important as merely ‘staying within 
boundaries’ and the unwillingness to cooperate is one of the 
major challenges confronting cyberbiosecurity efforts (Rich-
ardson et al., 2019a). While transdisciplinarity is desirable in 
a field such as cyberbiosecurity, it is our belief that transdis-
ciplinarity is a much longer-term pursuit that will benefit 
from a thorough understanding of the interdisciplinarity di-
mension. Hence, this paper is delimited to understanding the 
interdisciplinary dimensions of cyberbiosecurity for build-
ing a realistic and integrated community of professionals 
working to protect and secure ALS critical infrastructures. 

Kaufman et al. (2023) demonstrate the interdisciplinarity 
potential by problematizing the cyberattack on the Oldsmar 
water utility in Florida, United States, in a teaching case that 
allows learners to tackle cyberbiosecurity through different 
but collaborative disciplinary lenses. From a more technical 
dimension, emphasizing the importance of deep learning, re-
searchers are analyzing artificial intelligence (AI)-based ap-
proaches for detecting advanced persistent threats (APT), 
where threat actors can launch attacks with little or no 
chance of being noticed, in water distribution systems (Kul-
karni et al., 2023; Sikder et al., 2023; Sobien et al., 2023). 
The authors’ in-depth study of deep learning algorithms and 
AI assurance reemphasize the multidimensional nature of 
cyberbiosecurity issues. However, more deliberate efforts 
are needed to create cyberbiosecurity education that inten-
tionally focus on integrative training opportunities for pro-
fessionals, including farmers, producers, supply chain ex-
perts, and operators of ALS-related systems such as irriga-
tion, water distribution systems, and smart farms. 

The benefits of interdisciplinary education are replete in 
literature. However, many considerations seem to remain un-
tapped with regard to maximizing the inescapable challenges 
that come with interdisciplinarity in educational design and 
learning (Yaman et al., 2005; Blair, 2012; Elhassan, 2012; 
Schreurs, 2015). These concerns range from educators to 
learners and can threaten potential educational outcomes. In 
what they called the “dark side” of interdisciplinary ap-
proaches, Schreurs (2015) identified some of these 
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challenges as time pressure, efficiency, personal and profes-
sional trust and mistrust, clinging to familiar ways, resistance 
to change, and a generalist approach. These dark sides relate 
closely to some of the prominent challenges in addressing 
cyberbiosecurity issues. For example, Richardson et al. 
(2019a) and Cooper (2015) emphasized trust and mistrust is-
sues and the reluctance among ALS and IT professionals and 
stakeholders to collaborate toward a common cause. 

This correspondingly reinforces the resistance to change 
and nurtures the tendency to cling to familiar ways of doing 
things, complicating the time pressure inherent in tackling a 
challenge as complex as cyberbiosecurity. Unfortunately, 
neither of the two broad domains (agro/bio nor cyber) has 
the agency to individually protect and secure the critical in-
frastructures at the convergence domain of cyberbiosecurity 
(Richardson et al., 2019a). Incorporating stakeholders’ per-
spectives to harness existing information in cyberbiosecurity 
education and offering insights for integrative interdiscipli-
nary educational programming is needed. This will promote 
opportunities for education and extension program designs 
to equip farmers, producers, supply chain experts, etc. who 
are unfamiliar with cyber issues to tackle emerging concerns 
in ALS in a digital world. Particularly, farmers may not pos-
sess adequate knowledge of cyberbiosecurity and may rely 
on extension or advisory services to facilitate information 
and operational decisions related to adequately running 
farms or agribusinesses and securing them from unwanted 
interferences. Data breaches and theft or systems disruptions 
with potential systems damage and intellectual property and 
financial losses occasioned by limited skills in handling 
cyberbiosecurity incidents makes the reliance on such exter-
nal sources worthwhile. The challenge here is that traditional 
extension education and programming are no longer effec-
tive in addressing new challenges in this digital age (Ahmad-
pour and Mirdamadi, 2010). To thrive amidst the perilous-
ness befallen the ALS sector, educators have a mandate to 
simultaneously reconsider extension service and practice 
viz-a-vis contemporary cyberbiosecurity issues and integrate 
multiple disciplinary perspectives into programming efforts. 

AGRICULTURE AND LIFE SCIENCES IN A DIGITAL AGE 
The burgeoning world population and the growing needs 

to sustain it have made technological advances in ALS per-
tinent. However, ALS in a digital age presents new realities 
that require urgent attention to safeguard the bioeconomy. 
Duncan et al. (2019) put this succinctly: 

The food and agriculture sectors are immensely di-
verse, and they require advanced technologies and ef-
ficiencies that rely on computer technologies, big data, 
cloud-based data storage, and internet accessibility. 
There is a critical need to safeguard the cyber biose-
curity of our bio economy, but currently protections 
are minimal and do not broadly exist across the food 
and agricultural system. 

Advances in food and agriculture, genetics and breeding, 
regenerative biology, plant-derived vaccines, etcetera, con-
tinue to leverage possibilities in cyber technologies (Duncan 
et al., 2019). These advances have marked impacts on the 
ways food, water, drugs, vaccines, etcetera, are produced, 

processed, and supplied (Jung et al., 2021; Monteiro and 
Barata, 2021; Ramirez-Asis et al., 2022). The false percep-
tion that ALS is alienated from the digital world is a denial 
of the reality that has befallen us all. Indeed, ALS is not fa-
miliar with some of the contemporary challenges of the dig-
ital age but are not exonerated from its cause and conse-
quence. Past technological revolutions in agriculture, for ex-
ample, were farm-based, but the digital revolution disrupts 
this convention as it sparks changes and concerns along mul-
tiple nodes of the food and agricultural value chains 
(Schroeder et al., 2021). This suggests why cyber challenges 
of this new and unstoppable world of digital technology are 
being grappled within ALS without much success. 

There is an urgent need for understanding how ALS is 
positioned to navigate the burgeoning challenges accompa-
nying digitization toward securing the sector’s critical infra-
structure. This begins with understanding the point of con-
vergence of the distinct fields of ALS and digital technology 
and the benefits of the differential perspectives of relevant 
disciplinary areas when pooled together. The point of con-
vergence also depicts the point of collaboration and commu-
nity building (refer to figs. 1, 2, and 3). While biosafety and 
biosecurity have provided risk management measures within 
the life sciences, they are deficient in preparing and handling 
cyber risks and exposures (Berger and Schneck, 2019; Dun-
can et al., 2019). And though cybersecurity intends to pro-
vide protection against data theft and unauthorized altera-
tions, compromised systems allow unethical access to com-
puter programs (Rodríguez et al., 2021), falling short of 
managing biological risks. Cyberbiosecurity seeks to bridge 
this gap, harmonize conceptual framings, and crystalize se-
curity networks at points of convergence and vulnerabilities 
(Murch, 2023). 

Starting from what we know, accepting our reality, and 
proceeding toward the unknown is an old philosophy of 
knowledge creation that holds value for learning and under-
standing cyberbiosecurity. It remains unclear how research-
ers, educators, and practitioners conceive cyberbiosecurity 
and are open to the new learning and collaboration that it 
brings – all of which “triggers different levels of comfort and 
discomfort” in every stakeholder (Freeth and Caniglia, 
2020). Cyberbiosecurity is typical of an interdisciplinary 
field, where interdisciplinary stakeholders (researchers, ed-
ucators, and practitioners) cannot be assumed to know how 
to collaborate (Freeth and Caniglia, 2020). The challenges 
for ALS in a digital age hinge on interdisciplinarity and col-
laboration, and have different implications for and responses 
from cyberbiosecurity stakeholders depending on the nature 
of the threat landscape. 

Cyberbiosecurity Threat Landscape 
Since, unlike previous technological revolutions, the dig-

ital revolution is sparking changes and concerns along mul-
tiple nodes of ALS, supply chains, and the bioeconomy in 
general, understanding and developing integrative cyber-
biosecurity education programs need to begin with unravel-
ing the multiple concerns and perspectives of professionals 
along the different nodes (DiEuliis, 2023). Cyber incidents 
within the ALS industry, particularly since 2020, offer op-
portunities for appreciating the cyberbiosecurity threat 
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landscape. This period is important for understanding cyber-
biosecurity as cyber incidents in food and agriculture were 
reported to increase to 607% in 2020 alone and have contin-
ued to gain momentum (Arntz, 2021; FBI, 2021; Creasey, 
2023). The scale and diversity of these attacks continue to be 
reported in food and agriculture and water and wastewater 
systems, indicating a deliberate target on the bioeconomy 
(Cybersecurity and Infrastructure Security Agency, 2021; 
Kovacs, 2021; FBI et al., 2022; National Sanitation Founda-
tion, 2022; Jones, 2023). The remote bricking, by some un-
known Ukrainians, of reportedly seized Ukrainian tractors 
by Russian soldiers in 2022 tells a significant story of the 
possibilities and vulnerabilities in modern ALS in a digital 
age (Brumfield, 2022). While some celebrate this bricking 
as a ‘win’ for the Ukrainians who are fighting to defend their 
country, the incident further opens the discussion on the eth-
ical and legal perspectives of cybersecurity and the potential 
dangers food and agriculture systems may be exposed to in 
a possible cyberwarfare. If a tractor is hackable for a good or 
bad reason, will it not pose risks to food production and sup-
ply mechanisms and the fight to end hunger and malnutri-
tion? Are farmers, producers, and other practitioners 
equipped with the relevant knowledge and skills to navigate 
these difficult times and safeguard their businesses, as well 
as our collective food system and bioeconomy?  

Many of the early cyberattacks on agriculture are related 
to ransomware (FBI, 2021, 2022), suggesting money is the 
motivation of the cyberattackers. Although that is not suffi-
cient for security analysis, a combined understanding of the 
type of threat actor and their capability and infrastructure, as 
well as targeted victims, is important for judging attack in-
tent as well as crystalizing defense mechanisms (see Caltagi-
rone et al., 2013, for a deep dive into the diamond model of 
intrusion analysis). Understanding cyberbiosecurity analysis 
is uniquely complex because of the heterogeneous nature of 
technology, data, and information systems used in ALS, in-
cluding a variety of sensor networks, remote sensing, drones, 
management software, etc., many of which may be present 
in a given ALS organization at a given time (Cheein and 
Carelli, 2013; Chi et al., 2017; Sontowski et al., 2020). The 
Oldsmar, Florida, water treatment plant attack in 2021 devi-
ates from a ransomware incident, where attackers sought to 
poison the city’s water by increasing the amount of water 
treatment chemical (sodium hydroxide) from 100 parts per 
million to 11,100 parts per million. Some reports have iden-
tified the Oldsmar water incident as an advanced persistent 
threat (APT). In an APT, threat actors, sometimes state-
sponsored, stealthily gain access to computer networks and 
systems, with very little chance of being detected, to steal 
information, alter the normal functioning of critical opera-
tional systems, or damage IT systems (Cybersecurity and In-
frastructure Security Agency, n.d.). Practitioners are con-
fronted with complex adaptive challenges that challenge 
their current knowledge and require them to change the way 
they think and act. The design and implementation of effec-
tive cyberbiosecurity measures and strategies as well as ed-
ucation programming will vary across the agriculture, food, 
and life science supply chains.  

Farmers in the United States are increasingly using digi-
tal, smart technology (especially smartphones and other 

mobile computing devices) in their farming operations. In 
2021, 82% of farmers had access to the internet, and 77% 
and 67% had a smartphone and desktop/laptop computers, 
respectively (USDA NASS, 2021). While farmers continue 
to adopt and enjoy the benefits of digital technology in im-
proving and increasing work efficiency and effectiveness, 
many are not aware of the accompanying dangers and inher-
ent risks associated with digitization and connectivity to 
cyber-physical systems and cyberspace (Drape et al., 2021; 
Baker et al., 2022; Russel, 2022). This knowledge gap poses 
potential challenges in protecting and securing agricultural 
information and operational systems from unwanted and un-
warranted intrusions (Spaulding and Wolf, 2018; Nikander 
et al., 2020; Russell, 2022). As a consequence, criminal ac-
tors will continue to succeed at exploiting ALS systems for 
financial gain and espionage. Even more concerning is the 
fact that data breaches and operations disruption in ALS sys-
tems have multiplier effects in other sectors like health, en-
ergy, and the environment. 

NEBULOUS DEFINITION: HOW CAN WE BETTER  
DEFINE CYBERBIOSECURITY? 

What is cyberbiosecurity? We began this paper by defin-
ing cyberbiosecurity and highlighting some of its nuances. 
Like other emergent areas of study, and even in established 
fields, definitions keep evolving with the discovery of new 
knowledge. A definition determines the foundation and path 
to the development of a new field as well as serving as a 
basis for complex problem identification and systematic, rig-
orous research undertaking (Bauman et al., 2013). When 
definitions are nebulous, they can stall progress in research 
and advancement of a field. Looking at cyberbiosecurity and 
the relevant interconnections, a clear and precise definition 
needs to meet the needs of at least three key stakeholder 
communities – education, research, and industry. 

These stakeholder groups play a significant role in activ-
ities at the intersection of information technology (IT) and 
operational technology (OT) within ALS. Achieving align-
ment in definitions that consciously addresses their respec-
tive concerns may bring us closer to a universally acceptable 
definition or framework of cyberbiosecurity. Table 1 shows 
a non-exhaustive list of the growing definitions of cyber-
biosecurity. This study is not about particular wordings of a 
definition; it calls on education programmers to be conscious 
of key stakeholders and constructs and make sure to incor-
porate relevant concerns in the operationalization of cyber-
biosecurity. Beyond specific wordings of terminologies, we 
preference an alignment of frameworks and common lan-
guage and understanding.  

Qualitative findings from a related survey (Adeoye et al., 
2023) indicate that the definition of cyberbiosecurity is neb-
ulous. 

I'm not familiar with any courses specific to cyber-
biosecurity – the definition of this term is sufficiently 
nebulous that I'm not sure where I'd draw a line be-
tween existing cybersecurity tools and techniques and 
just applying those to biology-specific techniques 
(e.g., securing the firmware on a liquid handler – is 
that ‘cyberbiosecurity’ or just cybersecurity?). 
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While ambiguities may currently exist and the conver-
gence of the disciplines that make up cyberbiosecurity are 
not explicit, merely applying cyber tools to biology-specific 
techniques is a simplistic and reductionist view of the field. 
Richardson et al.’s (2019b) description of a cyberbiosecurity 
professional provides a notable perspective: “A cyberbiose-
curity professional is a practitioner with requisite founda-
tional understanding of biological science principles and 
practice, fluency in IT lexicon and management, and concept 
mastery of risk and threat assessment.” To adequately work 
toward safeguarding ALS critical infrastructures, a cyber-
biosecurity professional must deploy this knowledge base to 
understanding the scope and impact of cyberbiosecurity 
risks across a combination of areas of concern, including 
general scope and consequences, food, agriculture, and wa-
ter, biological databases, public health, national and transna-
tional concerns, etc., depending on professional orientations 
(Mueller, 2021). 

Aggregating and aligning different perspectives into a 
broadened yet precise definition can promote a comprehen-
sive understanding of the key concepts of cyberbiosecurity 

and flatten ambiguities. Particularly, “defining the key ele-
ments of the emerging field of cyberbiosecurity is important 
to ensuring a common understanding of the relevant tech-
nical issues that arise from this new hybrid discipline” 
(Schabacker et al., 2019). Understanding the pathway to in-
tegrative cyberbiosecurity education programming begins 
here. Definitions need to be synthesized to reflect common, 
generated frameworks that enhance clarity and promote pro-
fessional learning opportunities about cyberbiosecurity 
across relevant stakeholder communities. 

SHADOW OR PSEUDO-SHADOW EDUCATION:  
CURRENT STATE OF CYBERBIOSECURITY 

Given the current lack of standardized programs, educa-
tional endeavors in cyberbiosecurity may be understood as 
shadow education (Zhang and Bray, 2020), because most 
learning opportunities/activities in cyberbiosecurity exist 
outside formal educational curricula, including conferences, 
workshops, seminars, or even through access to the limited 
but growing body of literature. Atypical of conventional 
shadow education (Stevenson and Baker, 1992; Bray, 2010; 
Zhang and Bray, 2020), existing (shadow) cyberbiosecurity 
education does not follow any formal or standardized cyber-
biosecurity programs, as there is none to mimic. Current ed-
ucational efforts are at best a mimicry of different aspects of 
the fields that comprise the convergence domain of cyber-
biosecurity. Given this deviation from what shadow educa-
tion is typically known to be, we posit the current state of 
cyberbiosecurity education as pseudo-shadow education. 
The pseudo-shadow nature of cyberbiosecurity is largely re-
sponsible for the nebulousness surrounding the definition. 

In an attempt to understand the capability maturity 
(White, 2021) of cyberbiosecurity education across stake-
holders, perspectives from an online survey (Adeoye et al., 
2023) confirm the shadowy state of cyberbiosecurity: 
“There are a lot of gaps when it comes to actual education 
as opposed to PowerPoint slides.” Similarly, another related 
comment reinforced the concern of educational program 
availability: “I am not familiar with any cyberbiosecurity 
courses; I am only familiar with conferences/symposiums 
that touch on cyberbiosecurity.” Apart from conferences, 
few educational efforts (case studies, curricula, webinars) 
with limited but growing visibility are available (e.g., see Ag 
Decision Maker (n.d.); Miller et al. (2022); Kaufman et al. 
(2023); Lindberg and Bagby (2023)). This status quo affects 
the degree to which professionals can be prepared to handle 
the challenges of the cyberbiosecurity threat landscape. 

While we have presented a description of a cyberbiosecu-
rity professional as a cross-disciplinary practitioner, the 
question remains: how can integrative education program-
ming help prepare this professional to think and act in the 
presence of emerging threats? This will require conscious in-
vestment in rich research and practice that considers build-
ing a cyberbiosecurity community comprising relevant inter-
disciplinary stakeholder groups: academia, research, and in-
dustry. Underlying considerations for cyberbiosecurity com-
munity building are clear definitions and construction of 
boundaries about traditional approaches within cybersecu-
rity and biosecurity and identifying relevant entry points, 
limitations, and intersections toward integrative education 

Table 1. Defining Cyberbiosecurity. 
Definition  Source 

“Cyberbiosecurity is an emerging discipline for protecting 
life sciences data, functions and operations (or 

infrastructure), and the bio economy.”  

 Duncan et al. 
(2019) 

“Cyberbiosecurity is an emerging discipline encompassing 
vulnerabilities and corrective measures needed to address 

the unique risks existing at the intersection of 
cybertechnology and biotechnology.” 

 Mantle et al. 
(2019)   

“Cyberbiosecurity is highly cross-disciplinary and  
will benefit from integrating existing capabilities and 

proven methodologies from a wide range of fields (e.g., 
security engineering, physical security and privacy, 

infrastructure resilience, and security psychology) with 
requirements from the life-science realm.” 

“Cyberbiosecurity is an evolving paradigm that  
points to new gaps and risks fostered by modern 

biotechnologies' cyber-overlaps.” 

 Mueller  
(2021) 

Cyberbiosecurity is defined as “understanding the 
vulnerabilities to unwanted surveillance, intrusions,  

and malicious and harmful activities which can occur 
within or at the interfaces of comingled life and medical 

sciences, cyber, cyber-physical, supply chain and 
infrastructure systems, and developing and instituting 

measures to prevent, protect against, mitigate,  
investigate and attribute such threats as it pertains  

to security, competitiveness and resilience.”  

 Murch et al. 
(2018) 

Cyberbiosecurity “focuses primarily on how cyber  
assets (for instance, computer networks) can affect 
biosecurity, which is ‘... generally associated with  

travel, supply chains, terrorist activities, and defense,’  
though it is also of marked importance in academic  

settings with high amounts of trust.” 

 Potter and 
Palmer  
(2023) 

“Cyberbiosecurity describes an intersection of disciplines 
that falls outside any single sector; because these 

convergences are not clearly analyzed, actors within a 
single sector do not have agency to address potential 

issues and are less likely to cooperate.” 

 Richardson et 
al. (2019a) 

“Cyberbiosecurity is a new field that brings together 
different disciplines in new ways, triggering a pressing 

need for new thinking in terms of relevant threats, 
vulnerabilities, and consequences.” 

 Schabacker  
et al.  

(2019) 

“If we examine the term ‘cyberbiosecurity’ through  
the lens of interdisciplinary collaboration, the field  

would represent the act of applying biosecurity  
best practices to the cyber domain.”  

 Titus et al. 
(2023) 
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and professional workforce development. Ultimately, inte-
grative cyberbiosecurity education programming will bene-
fit from community relevance and disciplinary and market 
perspectives (Richardson et al., 2019b). 

SUGGESTIONS FOR BUILDING THE FOUNDATION  
OF CYBERBIOSECURITY EDUCATION 

Our analyses so far indicate that building an integrative 
cyberbiosecurity education to facilitate research and practice 
is an indispensable endeavor. Toward this end, we present 
suggestions and considerations, highlighting the import of 
data literacy as an entry requirement into cyberbiosecurity 
and recommend an expandable cyberbiosecurity education 
framework. 

Data Literacy as a Baseline Skill Required  
for Cyberbiosecurity 

Data science and data literacy play a crucial role in en-
gaging learners and educational programs in cyberbiosecu-
rity. The bioeconomy is vulnerable to cyber threats, and the 
dependence on proprietary intellectual property, cyber-phys-
ical systems, and government-regulated production environ-
ments makes it essential to have a strong understanding of 
data science and cybersecurity (Titus et al., 2023). Yet insuf-
ficient effort is geared toward obtaining, tracking, organiz-
ing, and analyzing data related to the risks of cyberattacks 
on ALS systems (Guttieres et al., 2019). This may be due to 
a lack of sufficient knowledge in data science and literacy or 
inadequate understanding of the relevance of data science 
skills in promoting threat/risk identification, prevention, and 
mitigation, or a combination of all. Data literacy is a funda-
mental skill necessary for understanding and analyzing data. 
It is essential to incorporate statistical literacy augmented by 
data literacy into the early stages of the professional devel-
opment of the workforce dealing with cyberbiosecurity con-
cerns. The interdisciplinary nature of cyberbiosecurity re-
quires communication and collaboration within the multi-
sector system to address issues related to the privacy of data 
producers, ownership of original data, risks of data sharing, 
security protection for data transfer and storage, and public 
perceptions of the food supply chain (Duncan et al., 2020). 

The emerging discipline of cyberbiosecurity seeks to 
safeguard the bioeconomy by analyzing the system and iden-
tifying priorities to develop a campaign and timeline. The 
possibility of applying existing computer literacy education 
to data science education has been examined, and it has been 
found that it is possible to use the report assignments in the 
lectures and the results of questionnaires to teach data sci-
ence (Farrell and Robertson, 2019). We suggest that inter-
acting with biology and agriculture professionals via the 
routes of data literacy and data science as initial encounter 
topics can ease the imposter burden associated with cyber-
biosecurity. This approach can help learners understand the 
importance of data science and cybersecurity in the bioecon-
omy and how it relates to their disciplinary field. Data sci-
ence can be a starter route for the professional development 
of the biological and agricultural workforce, as it can help 
them develop skills in high demand in the job market.  

Cyberbiosecurity Education Framework (CEF) 
We present a Cyberbiosecurity Education Framework 

(CEF) for mapping the landscape of and communicating 
cyberbiosecurity to practitioners, including farmers, produc-
ers, supply chain experts, and operators of ag-related sys-
tems such as irrigation, water distribution systems, and smart 
farms. The CEF follows a set of systematic activities 
grounded in the DMAIC (Define, Measure, Analyze, Im-
prove, and Control) process and the National Institute of 
Standards and Technology (NIST) Cybersecurity Frame-
work (American Society for Quality, n.d.; NIST, 2018; Ba-
tarseh et al., 2021; Freeman et al., 2021). CEF is built on the 
foundation of the underlying issues of interdisciplinarity, 
threat landscape, community building, nebulous definition, 
and data and digital literacy to support integrative cyber-
biosecurity education programming for workforce develop-
ment. The combination of the traditional data-driven 
DMAIC process and the NIST framework is to bridge the 
gap and create a balance between data- and user-focused 
processes, which are both required in cyberbiosecurity edu-
cation programming. 

The CEF consists of five non-exhaustive and expandable 
phases, namely: Identify and Define Cyberbiosecurity 
Threats; Measure Data and Data Tools; Characterize Cyber 
and Human Contexts; Plan Cyberbiosecurity Strategy; and, 
Execute, Monitor, and Improve (fig. 4). Phase One of the 
CEF seeks to identify and define the problem at hand in line 
with the prevailing cyberbiosecurity threat landscape. The 
confluence of different disciplines and challenges makes this 
phase critical for professionals interfacing with the conver-
gence domain of cyberbiosecurity. Although the NIST 
framework has no particular implementation order (Krumay 
et al., 2018), the CEF leans toward the DMAIC process in 
this regard and prioritizes Phase One (Identification and Def-
inition) as a starting point for cyberbiosecurity educa-
tion/training. This prioritization is also consistent with the 
NIST assertion that “the activities in the Identify Function 
are foundational for effective use of the Framework” (Na-
tional Institute of Standards and Technology, 2018). 

 
Figure 4. The Cyberbiosecurity Education Framework (CEF). 
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Phase Two, the Measure phase, identifies means to assess 
the security of the biological and cyber components in the 
cyberbiosecurity environment or organization. This involves 
identification, understanding, and measuring sensors or tools 
that collect data (for instance, how many data points per day, 
what network security protocols are applied, and so on), and 
those used to govern certain procedures (such as on-premise 
computational systems). We advocate both quantitative and 
qualitative data interaction at this stage, as some situations 
are not easily quantifiable. Cyber threat intelligence and risk 
management rely on both qualitative and quantitative data 
analysis for making accurate decisions in protecting IT and 
OT systems. Data is the food for threat intelligence, just like 
“threat intelligence is like food for malnourished risk mod-
els” (Baker, 2016). Lacking any relevant data type in the in-
telligence process can lead to a deficient understanding of 
the cyberbiosecurity threat landscape. 

Phase Three, Characterize Cyber and Human Contexts, 
captures the multidimensional set of constructs that includes 
the operational environment, economic factors, weather 
events, and other factors affecting the security of the agro-
biological systems and infrastructures. Beyond capturing the 
inherent data, translating this data into meaningful, insight-
ful, and usable forms that consider the computer-human in-
teraction for optimal decision-making is an important task 
that cyberbiosecurity professionals should learn. In this 
phase (three), cyberbiosecurity professionals would learn the 
science of teaming and information-sharing to leverage on 
cross-disciplinary strengths and opportunities. 

In Phase Four, planning a cyberbiosecurity strategy must 
also consider the multidimensionality of cyberbiosecurity, 
and especially bridge potential gaps between data-driven and 
user-driven processes and human and computer interactions. 
This strategy stage transcends merely putting policies in 
place, but looks at different pros and cons of existing or new 
policies and addresses strategic means to translate policies 
into actionable processes. Cyberbiosecurity professionals 
need to learn how to harness the multi-dimensionalities com-
prising their convergence domain by analyzing and synthe-
sizing them into adaptable strategies that help to build for-
midable protection and resilience around their operational 
environments. Investing in and building security infrastruc-
tures does not eliminate threats or guarantee the absence of 
attacks or intrusions; cyberbiosecurity strategy must accom-
modate plans for prevention and recovery. 

In Phase Five, professionals should learn the process of 
executing, monitoring, and improving cyberbiosecurity 
strategies. Taking action may be easier said than done, espe-
cially when it involves complex systems and situations, but 
a well-thought-out strategic plan will help to ease the chal-
lenges. Actions must be calculated and relevant to the cyber-
biosecurity environment. Because of the continuous ad-
vances in technology and constant changes in security re-
quirements, both technical and non-technical, actions must 
be observed and relevant data collected to monitor and eval-
uate progress and current usefulness. Relevant changes to 
improve the protection, response, and resilience of the cyber-
biosecurity environment must be constantly pursued. The 
execution of cyberbiosecurity strategies should be backed 
with continuous measured improvement. 

Premising cyberbiosecurity education and training on the 
CEF offers opportunities for integrative education program-
ming. While we suggest a step-wise, systematic approach to 
using the CEF, the framework relies on an iterative process 
to accommodate and explore different dimensions of cyber-
biosecurity. When implementing this framework, cyber-
biosecurity professionals need to consider the complex and 
fluid nature of their domain and must be trained to revisit 
previous steps as many times as required to unravel new 
findings as more information about the threat landscape be-
comes available. Educators must emphasize the need for and 
importance of iteration when designing cyberbiosecurity ed-
ucation programs using the CEF. The CEF offers potential 
for gathering data and understanding human interactions 
with the dynamic cyberbiosecurity environment to build ro-
bust education programming. 

CONCLUSIONS 
Cyberbiosecurity is an emerging field at the convergence 

of digital technology and agriculture and life sciences 
(ALS). This convergence occasions emerging, unconven-
tional challenges in critical infrastructure security related to 
ALS. Because the ALS industry is unfamiliar with cyber 
challenges, it is difficult for professionals operating within 
the cyberbiosecurity domain to navigate the emerging chal-
lenges and adequately safeguard the bioeconomy against un-
wanted and unwarranted intrusions. The limited understand-
ing of the biological environment also makes the digital se-
curity professional solely unsuited for the new challenges. 
Understanding the convergence of both worlds – digital 
technology and ALS – and the accompanying new threat 
landscape is the primary basis of cyberbiosecurity. However, 
frameworks for integrative education and training to support 
the skills development of people working in cyberbiosecu-
rity-related industries are lacking. Concerns impacting an in-
tegrative process in cyberbiosecurity include alignment in 
definition, interdisciplinary community building, the pecu-
liar dynamics of the cyberbiosecurity threat landscape, and 
data and digital literacy skills. 

Integrative cyberbiosecurity education programming 
seeks to produce cyberbiosecurity professionals. A cyber-
biosecurity professional is a practitioner with relevant foun-
dational understanding of biological processes and practice, 
IT skills and management, and mastery of cyberbiosecurity 
risk and threat landscape, coupled with the ability to identify, 
define, and assess risks and threats and deploy requisite se-
curity strategies while working in an interdisciplinary envi-
ronment. Developing a cyberbiosecurity professional is 
challenging. We propose a Cyberbiosecurity Education 
Framework (CEF) that provides a systematic and iterative 
protocol for training workers in the convergence domain of 
cyberbiosecurity. The CEF has five non-exhaustive and ex-
pandable phases designed to equip cyberbiosecurity educa-
tors and professionals to navigate the arduous process of 
cyberbiosecurity knowledge creation and transfer and skills 
development. The systematic and iterative phases are Iden-
tify and Define Cyberbiosecurity Threat, Measure Data and 
Data Tools, Characterize Cyber and Human Contexts, Plan 
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Cyberbiosecurity Strategy, and Execute, Monitor, and Im-
prove. As a framework that relies on data, human experi-
ence, and the ever-changing technological environment for 
improvement and expansion, the CEF offers opportunities of 
future studies for researchers, educators, and practitioners to 
test and apply the framework to mapping the landscape of 
and educating the workforce in the related domains of cyber-
biosecurity. 
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