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Societal Impact:

Virginia Cybersecurity Ecosystem
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Research Funding Impact

New Research Contracts to CCI (in M$)
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Research Funding Impact

Total # of Extramural Grants by Fiscal Year
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Research Funding Impact

Percent of Total CC| Extramural Grant Funding by Fiscal Year
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CCI Academic-Industry Collaboration as of 3/25/25

Field Weighted Citation Impact [l Citations per Publication

Academic-Industry
Collaboration

Mo Academic-
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COMMONWEALTH CYBER INITIATIVE

" Clearance
' Preparedness
£ Program

Httended 2023-24
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Al For Cybersecurity
and Cybersecurity for Al

5

122

CCl awarded 18 seed grants to nine Virginia
public universities to address cybersecurity
issues in artificial intelligence. CCl researchers
are advancing Al to improve security and privacy;
they are also instrumental in fixing new
vulnerabilities brought about by the widespread
adoption of Al in our systems.

cyberinitiative.org

OPEN
TESTING AND
INTEGRATION
CENTRE

Luiz DaSilva
Editor

6G Security

Learn More
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US/European

Cybersecurity Workshop
May 22-23, 2024
Leuven, Belgium
60 Participants
35 Institutions
10 Countries
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Societal Impact:

Engagement with Broader Public

Total Website Users by Fiscal Year Follower Growth by Year
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Economic Impact

Jobs Supported by CCI Activities by Fiscal Year
source: BTl Repaorts 2021 and 2023
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Economic Impact

GDP Value Added by CCI Activities in $M
source: RTI Reports 2021 and 2023
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Innovation Impact

CClI INNOVATION FLOWCHART

SERIES B+ PUBLIC/EXIT
START UP STAGE Working at Diverse Revenue
Scale Streams

FUNDING LEVEL

VA FUNDING - Private - Private
SOURCES Sector Sector
Funding (VCs)l Funding (VCs)

« VA Venture
Partners

Commonwealth Commercialization Fund (CCF), Small Business Innovation Research (SBIR), YE’;\IXE
Small Business Technology Transfer (STTR), and Venture Capital (VCs) OF CCI
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Innovation Impact:
CATAPULT + ASCEND

Cyber Acceleration,
Translation, and Prototyping

Led by CCI NOVA Node, in partnership with
CCl Hub

CATAPULT: CCl faculty interested in
commercializing their work

ASCEND: Early-stage companies needing

. . ODU team presenting MOXIE (Machine
additional expertise from CCI faculty Learning Operations Executed in an

Encrypted Environment), to enable the use of

*lnnovation pipeline towards additional , , ,
Al on confidential business data

sources of funding and investment enne

OF CCI
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Innovation Impact

WiSights Lab CyberMirage Wadjet Security
Founders: Vijay Shah, Cong Founder: Mingkui Wei Founder: Mohamed
Shen, and Ritesh Gajjar Gebril
Advisor: Jeff Reed ® Next-gen web content

copyright protection e \Wadjet security is a
' ' tting-ed
o Plongerlng Al and LLM Protects the copyright CUb Ing-edage
solutions for Advanced - cybersecurity
of web images and
Telecom networks : company
- documents with specializing in
® Secure, Efficient and innovative technology threat hunting and
Capable LLM solutions the protection of

cyber-physical

GM U IgllTZLESITY V? G_M] systems (CPS).
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Innovation Impact

Ongoing CFP:
Tech Transfer Support Fund Scan for More Info.

CCl is offering technology transfer support
funding to faculty at primarily
undergraduate institutions to facilitate
research commercialization efforts.

Eligible faculty may apply for grants up to
$8,000 to support patent application fees,
legal fees, or other professional support.

cyberinitiative.org



Workforce Development
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Workforce Development Impact

PBL Application Open
2025: Work at CACI While You Study

e 5 Studentsto be selected
e Earn $25 an hour

e Get immersed in real-life cybersecurity
Issues

e Gain mentored work experience

Scan for More Info.

cyberinitiative.org

Recruitment closes: April 30, 2025
CACI interview written test:

May 12 to 16, 2025

CACI interviews: May 19 to 23, 2025
Selected students notified: May 27, 2025
Project duration: Sept. 5 to Dec. 5, 2025
Kick-off meeting: Sept. 5, 2025
Presentation: Dec. 5, 2025

CACI
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Workforce Development Impact

Proposals Due:

CFP: 2025 Experiential Learning April 25, 2025, 5 p.m. EDT

Program e
Award Notification:
e CCl seeks proposals for experiential learning Ma.y 25,2025
projects that provide Virginia students with the Project Dates:
essential skills and knowledge to launch June 2, 2025, to June 30, 2026

successful careers in cybersecurity.

e The proposed program must benefit students Scan for More Info.

at more than one CCI institution.

e Projects that provide students with workforce
experience will be prioritized.

cyberinitiative.org



Workforce Development Impact

Ongoing CFP: Cyber as a Service

Scan for More Info.
e CCl seeks proposals for Cyber as a Service
projects to enhance students’ skills to enter the
cybersecurity workforce on graduation and
benefit the local economy.

e Projects, performed primarily by students,
should provide a cyber service (e.g., penetration
or pen testing, cyber risk analysis) to Virginia
small businesses or not-for-profits in the same
county as the institution of higher education.

e Up to $15000 venne r.

cyberinitiative.org
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Research Impact: Topics

Learning Systems; Data Privacy;
Internet of Things

T.557

4+ Newly emerged Topic for 2024 worldwide
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#~ Subject area abbreviations

B weD Medicine
W B comp Computer Science B pHAR Pharmacology, Toxicology and Pharmaceutics
ARy S B MATH  Mathematics B HEAL  Health Professions
W pHys Physics and Astronomy I NURs Nursing
B CHEM  Chemistry B DENT  Dentistry
NEUR CENG = CENG Chemlclal Engineering B NEuR Neuroscience
MATE Materials Sci
DENT B o . 4 fana S. cience [ arTS Arts and Humanities
ngineerin
NURs ENER Enfrgy 8 T psyc Psychology
HEAL MATE T Enwvi Environmental Science sod Social Sciences
R B earT Earth and Planetary Sciences BUSI Business, Management and Accounting
? B scri Agricultural and Biological Sciences M econ Economics, Econometrics and Finance
M eioC Biochemistry, Genetics and Molecular Biology B ocea Decision Sciences
W immu Immunology and Microbiology B wvur Multidisciplinary
W oveTe Veterinary
L
$ i YEARS
s % oF ccl
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Research Impact:

Al for Cybersecurity/Cybersecurity for Al

Seed grants:
18 grants, $1.6M

Multi-university Collaboration:
building partnerships between
CCl universities (CNU, Mason,
ODU, VMI, VT, UVA, VCU, W&M,
VSU)

Follow-up: external-facing event
IN late 2025, editorial in
Richmond Times Dispatch

HACNU

VIRGINIA TECH %@ ﬁ

(ad N | Cybersecurity for Al WILLIAM
| o and Al for Cybersecurity & MARY

CHARTERED 1693

W xrCOrr
OLD DOMINION S A G

UNIVERSITY el 882

M

CClI2024 g A
Research Program -
11T

RSN

cyberinitiative.org

Richmond Times-Dispalch

FRIDAY, FEBRUARY 28, 2025 | AS

ARTIFICIAL INTELLIGENCE

'To win Al race,
invest in talent

he key to winning the arti-
Tﬁcia] intelligence race will
not be the data centers or
power grids that we can build
— it will be the talent that we
can develop. In a field that is
moving at breakneck speed, it
is particularly
important to
form and recruit
the professionals
who will drive
innovation in
building and
securing Al sys-
Lz tems.
DASILVA The race for
p— dominance in
Al is running
full tilt, with a strong focus on
infrastructure resources. First
came news of Stargate, a $500
billion joint venture by Open
Al Oracle and Softbank, a de-
velopment momentous enough
to merit President Donald
Trump's presence at its an-
nouncement.

trators use it to identify known
attacks and combat “zero day”
exploits on computer systems.

The flip side is that malicious
players also develop attacks
that target Al systems, For ex-
ample, data poisoning attacks
manipulate the data used to
train an Al system so that it
comes up with wrong outputs,
or to create a backdoor that
can be exploited for unautho-
rized access to information.

Al can also be used to power
ransomware attacks and social
engineering attacks, through
phishing that is increasingly
sophisticated and targeted. And
jailbreak attacks aim at by-
passing security measures built
around large language models,
or LLMs.

In our network of Virginia
universities, researchers are
using generative Al to increase
the security of iris biometrics,
leveraging LLMs to analyze
securitv vulnerabilities in

Al for eybersecurity is already  Luiz Dasilva is the executive

firmly established. Al is rou-

tinely used to detect malicious
activity: credit card companies

use Al to flag unusual pur-
chases, and system adminis-

director of the Commonwealth
Cyber Initiative (CCI) and Bradley
Professor of Cybersecurity at
Virginia Tech. Contact him at
Idasilva@vt.edu.

ANDY WONG, ASSOCIATED PRESS

An Al robot moves past an office information board showing the
DeepSeek smartphone apps company in Beijing on Jan. 28.

https://cyberinitiative.org/research/funded-

projects/ai-for-cybersecurity-and-cybersecurity-

for-ai.html
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https://cyberinitiative.org/research/funded-projects/ai-for-cybersecurity-and-cybersecurity-for-ai.html

Research Impact: Open RAN

MNO Gonsortium (Collaborators) The ACCoRD T&E framework National Labs and Academia
(Testing & Standardization) influences [ facilitates: (Neutral Host Labs)
+ Standards enforcement -
(@) + Vendor Selection \IH!_ Hano Nations: aboratory
ﬁ‘ + Test Methodology e
*R8D 5 o~
US. Labs A . ig el
3 'E‘HX > ¥
* OEM Certification b St
(( D Reliance « DoD Implementation W
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A — G
Platform For d
Int'l. Labs d ACCoRD HQ Wireless Research
(Future) \ (Governance & Direction) .
L ocomo |- Dallas Corp. Offices ?

WIF Partners | Subcontractors
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(Testing Support)

a Y Tesum)
: POTOMAC HQ
' Academia (Testing / Standardization)
Test OEMs | (Neutral D.C. Area
. | Host Testing) (Lab - VA Tech)

ACCoRD = Acceleration of Compatibility and

-
usG
{Public - Private Partnership) Commerdialization for Open RAN Deployments
(Describes partnership for TAE Framework)
Proession )
Irldulinll ":D

DORADO = Diagnostics for Open RAN Accelerated
Deployment & Operation (UT-Dallas Joint Test Facility)
POTOMAC = Platiorm for O-RAN Tesfing. Orchestration &
Management with Al Control (VA Tech Joink Test Facility)

‘H(QTGHIIG 0013

Standards | (Lab- l.n Dallls] v
Dev. Coordination B
(3 Party Org) i 4

CCl plays a prominent role in ACCoRD, a $42M project funded by

cyberinitiative.org

NTIA under NOFOT1 and led by AT&T and Verizon

Wireless Supply Chain
Innovation Fund ($1.5B): CCl
researchers had great success
iINn NOFOI1 (6 projects funded)
and NOFO2. Currently working
with partners on NOFO3
submission

CCI xG Testbed: world-leading
O-RAN facility, designated as an
open testing and integration
center by the ORAN Alliance
Global engagement: State
Department visits and
iInternational delegations;
collaborations with ORAN  rve
initiatives in Asia, South OF CE1 r.
America qP




Future

CC7 Tmpact

2020-2023

Every job directly created by
CCI SPENDING supports
another job in the economy.

RI7T Report: Tn Progress
2024-2025
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